/# De cero a seguro

Instala Wazuh y detecta amenazas en
minutos

Sultanovich



@sultanovich (Pablo)

e Sysadmin veterano y SecOps por adopcidén
e Arranqué en GNU/Linux con Mandrake 7 y Debian 3

e Entré en seguridad por casualidad y terminé quedandome a vivir

Uso software libre y una consola para resolver casi todo (a veces con una Raspberry Pi)

Colaboro con las comunidades BairesNorteLug y OpenSSF

Ayudo a proteger infra cloud (hoy, desde Wazuh)

A veces doy charlas... como esta &
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El problema en muchas empresas

o AN EEH IR g le [o =k Mo lsIge M N0 sabés qué estd pasando
* Querés NETINEE I FREGELER], sin licencias ni dolores de cabeza
a BN\ o R Ho]e [ X [T N=Te [S o Lo ERALIalla ¥ lall especialista en seguridad

d N R[el-|Ml algo facil, abierto y que te avise FAVEN[EI (I
mal
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:Qué es Wazuh?

“ Wazuh es una plataforma de seguridad (XDR / SIEM) open source, que permite monitorear,
detectar y responder ante amenazas en entornos locales, virtualizados, contenedores y basados

en la nube. »

Centraliza logs, alertas y vulnerabilidades

Dashboard web unificado

Agente multiplataforma

Sin costos de licencia

Comunidad muy activa
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:Qué ofrece?

% Desde el inicio:

. accesos y escaladas de privilegio

O[] Fl integridad de archivos [ {zEIND)

Identifica CVEs KB )asVEIg=Rlski%=1F=Ye o)

M Mide qué tan alineado estas|[EXRIENEEICERIXARNININC(S

% Si lo configuras a fondo:

N UlYe[=M reaccionar automaticamente I I-RAl SRR RAZ1010e 1
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Arquitectura simplificada de Wazuh

Endpoints Wazuh central components

(’ W. server cluster

3 W. agent

E Server

! Desktop
B o

‘ Cloud instance

balancer

‘ ‘ H W. dashboard
I:. Virtual machine

IR\ leYe[JfeMCliente / Servidor

(I Fventos Centralizados

Ol Se gestiona desde una Web E{DERIsIeE1ge))
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Wazuh Dashboard

& C QO & 192.168.0.5 o @ &

Overview

AGENTS SUMMARY LAST 24 HOURS ALERTS

This instance has no age! agistered. Critical severity High severity Medium severity Low severity
deploy agents to begin monitoring your points. 0 2 6

Deploy new agent Rule level 15 or higher Rule level 12 to 14 Rule level 7 to 11 Rule level 0 to 6

ENDPOINT SECURITY THREAT INTELLIGENCE

Configuration Assessment Malware Detection Threat Hunting (0 Vulnerability Detection

Scan your assets as part of a configuration Check indicators of compromise triggered by Browse through your security alerts, identifying Discover what applications in your environment are
assessment audit. malware infections or cyberattacks. issues and threats in your environment. affected by well-known vulnerabilities.

File Integrity Monitoring MITRE ATT&CK

Alerts related to file changes, including permissions, Explore security alerts mapped to adversary tactics
content, ownership, and attributes. and techniques for better threat understanding.

SECURITY OPERATIONS CLOUD SECURITY

PCIDSS |'|-|'| GDPR Docker _53_\'\_1"51 Amazon Web Services

Global security standard for entities that process, General Data Protection Regulation (GDPR) sets Manitor and collect the activity from Docker Security events related to your Amazon AWS
store, or transmit payment cardholder data. guidelines for processing of personal data. containers such as creation, running, starting, services, collected directly via AWS APL.
stopping or pausing events.
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Instalar un agente en GNU/Linux

= W. Endpoints Deploy new agent

Deploy new agent

° Select the package to download and install on your system:

L
A uinux == WINDOWS @ macos

RPM amd6a RPM aarchGd Intel
IMSI 32/84 bits —
Q) DEE amdéa DEE aarchid Apple sticon

@ For additional systems and architectures, please check our documentation .

wget https://packages.wazuh.com/4.x/apt/pool/main/w/wazuh-agent/wazuh-agent_4.11.2-1_amd64.deb \
&& sudo WAZUH_MANAGER='192.168.0.5" dpkg -i ./wazuh-agent_4.11.2-1_amd64.deb
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Threat Hunting

¢Qué veo cuando instalo un agente?

Terminus

W.

Endpoints

File Integrity Monitoring  Configuration Assessment

1D Status
001 ® active (O

IP address Version Group

192168.0.6 Wazuh v4.11.2 default

Events count evolution

03:00 06:00
timestamp per 30 minutes

Vulnerability Detection

13 Critical Top 5 Packages
Package
grub—commcn

grub-pc

Festival

MITRE ATT&CK

Vulnerability Detection

Operating system
‘i‘ Debian GNUfLinux 12

Count |-
21

21

More...

Latinoamericano de Instalaciodn

v {ig) Terminus (001)

Cluster node Registration date

node01 Apr 23,2025 @ 15:39:50.000

MITRE ATT&CK Compliance

Top Tactics ‘l

Defense Evasion

SCA: Lastest scans

Center for Internet Security Debian Family Linux Benchmark v1.0.0

Policy End scan

Center for Internet Security Debian Family
Linux Benchmark v1.0.0

Apr 23, 2025 @

15:40:23.000 IS

de Software Libre (FLISol)

Passed

X [ Inventory data

Failed

77

2025

] Stats

@

£83 Configuration

Last keep alive
Apr 23, 2025 @ 15:42:16.000

Last 24 hours ~~

PCI DSS

2.2 (181)
10.61 (4)
10.2.6 (3)

Not appl... Score

24 50%
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Cumplimiento Normativo

RIS ER IR NEINIES AN qué controles se cumplen
UG EEIREIE I I ETRLCI oAl [o gkl sin herramientas pagas
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Deteccion de vulnerabilidades

= W. Vulnerability De... Terminus
Dashboard  Inventory  Events

) Search

wazuh.cluster.name: wazuh-server | agent.id: 001 Evaluated Under evaluation Add filter

13 135 12 10

Critical - Severity High - Severity Medium - Severity Low - Severity Pending - Evaluation

Top 5 vulnerabilities ~ Count Top 50S Top 5 agents Top 5 packages

CVE-2025-0395 Debian GNU/Linux 12 (bookworm) 26 Terminus grub-common
CVE-2025-3576 grub-pc

grub-pc-bin
CVE-2023-46809 grubZ-common
CVE-2024-11168 intel-microcode
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:Como instalar Wazuh?

“ Wazuh ofrece multiples métodos de instalacion, segun tu entorno y experiencia. ”»

€Y T e A

Install.sh OVA AMI Docker Kubernetes P‘m:l uetes Wazuh
(RPM / DEB) SaaS

Te permite iniciar con un entorno simple y escalarlo a despliegues
complejos en produccion
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Instalacion rapida (OVA)

H P D

Descargar Importar Abrir Iniciar
(0)7/: OVA Navegador Sesion
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Instalacion rapida (OVA)

DEMO
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:Qué vimos hoy?

® Qué esyqué hace Wazuh

® Qué informacion tenemos cuando lo instalamos
® Como ayuda a cumplir normas de seguridad

*» Coémo instalarlo rapidamente

* Como agregar un agente (Desktop/Server)
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:Preguntas?
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:Preguntas, ideas o ganas de seguir charlando?

linktr.ee/sultanovich.sh | & github.com/sultanovich

S echo "despedida.txt"

Gracias por quedarte hasta el final <.
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https://linktr.ee/sultanovich.sh
https://github.com/sultanovich

